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Topics covered in this presentation

• Legacy Wireless Sensing Technology
• IOT - The Internet of Things
• What is LoRaWAN?
• How does LoRaWAN differ from previous Technology
• LoRaWAN Sensors
• Network Architecture
• LoRaWAN as a Building Technology
• Public Networks
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• Develop an understanding of:
• How LoRaWAN differs from other wireless 

technologies
• The basic architecture of a LoRaWAN network
• The general process of adopting sensors into a 

LoRaWAN network
• The benefits and limitations of using LoRaWAN
• Securing LoRaWAN communications

Learning Objectives



Legacy Wireless
Sensing Technology



Using Radio Signals For Communication

• Radio Frequency (RF) signals to communicate 
information is commonplace

• Radio transmissions for voice communication and 
entertainment have been around for a very long time

• In  modern life we are all familiar with mobile phones and 
the use of Wi-Fi for data communications, these all use 
radio frequencies to send and receive information

• Radio frequencies are allocated for use by legislation 
which varies globally but some frequencies are reserved 
for unlicenced use, such as those used for Wi-Fi



Challenges of Using RF for Sensing Technology 

• Radio signals are susceptible environmental interference
• Within a building structure this can be caused by:

• Attenuation

• Reflection
• Scattering

• Interference weakens the signal and limits the range of 
the transmitting devices

• Radio transmission requires a relatively high amount of 
power



Point to Point Wireless

• A single base-station receives data from one or more 
sensors

• These are typically digital communications and messages 
are acknowledged by the base station

• It is common for these types of system to use proprietary 
communications protocols

• Range tends to be limited as the entire system is locked 
to operate at a particular frequency

• Building structure often attenuates the signal limiting the 
range

• Battery-life has traditionally been a challenging factor for 
all types of wireless sensing technology 



Routed Wireless

• Sensors communicate directly with the base station or via 
powered routers

• Sensors are aware of available routes

• Temporary attenuation or loss of signal will cause data to 
be rerouted

• Requires a robust router network to maintain signal 
integrity 



IoT
The Internet of Things



• IoT refers to devices capable of machine to machine 
(M2M) communications using TCP/IP

• An IoT sensor would be equipped with some means of 
sending its data to another machine via a TCP/IP packet

• Typical IoT setups use a Publish/Subscribe model where a 
broker acts as the intermediary between devices sending 
data and those requiring the data

• MQTT (Message Queuing Telemetry Transport) is 
emerging as the protocol of choice for IoT technology

Internet of Things



• Using this method of communication a sensor would be 
set up to publish its data to a topic in an MQTT broker

• Any device requiring that information would subscribe to 
the topic in the MQTT broker

• When new information is published to the broker by the 
sensor, the broker then pushes that information out to 
the subscribers

• The broker is not a database, it simply handles the 
information exchange between publishing devices and 
subscribers

• A subscriber could be a database application which stores 
the sensor information each time it is published

IoT Publish/Subscribe Model



• LoRaWAN seeks to address the issues of conventional 
wireless networks by:
• Using multi-band spread-spectrum frequencies 

to improve range
• Using low-powered sensor devices to provide 

longer battery life
• Enhanced security allowing IoT functionality

How Does This Relate to LoRaWAN?



What is LoRaWAN



• For end-user applications (such as BeMS) the 
distinction between LoRa and LoRaWAN does not 
necessarily need to be fully understood

• However, a difference exists between the two terms:
• LoRa is the wireless modulation technique used 

in sensors
• LoRaWAN is the network protocol that utilises 

LoRa to encode data into the RF signal

LoRa and LoRaWAN



• LoRaWAN is a wireless sensor network technology 
associated with IoT applications

• It stands for Long Range Wide Area Network

• It uses lisense-free frequencies to transmit 
information

• Uses CHIRP Spread Spectrum technology for reliable, 
low-powered, long distance communications

• Communication range in excess of 10km outdoors

• Excellent resilience against attenuation in indoor 
environments

What is LoRaWAN



• LoRaWAN uses a license-free frequency spectrum for 
transmitting data

• Networks support frequencies from the sub-gigaHertz
range and also 2.4 GHz

• Higher frequencies allow greater bandwidth but at the 
cost of range

• Globally, licence-free frequencies differ by region

LoRaWAN Frequencies



• LoRaWAN uses a form of frequency shift keying (FSK) 
to encode digital data

• Shifting to a different frequency allows data to be 
encoded in the carrier signal

• LoRaWAN also alters the rate of the frequency shift 
supporting multiple FSK characteristics, each one 
representing different data blocks

• This maximises the amount of data that can be 
transmitted over low bandwidth connections

CHIRP Spread Spectrum Signals



• Range depends on many factors:
• Selected frequency
• Internal or external  use

• Attenuation and atmospheric conditions
• Outdoor range of 10km is highly achievable
• Indoor range will depend on construction type but 

200m is not uncommon when used indoors
• Current LoRaWAN record transmission distance is 

832km

LoRaWAN Range



How Does LoRaWAN Differ From 
Other Wireless Sensor Systems?



• Traditional wireless sensors periodically send value 
data to a base station

• LoRaWAN is an open-protocol sensor network 
technology

• Once a sensor is connected to a network, it can be 
configured remotely

• Sensors have the ability to roam from one gateway to 
another

• Geolocation is possible without GPS by using gateways 
to triangulate location

LoRaWAN is a Sensor Network



• LoRaWAN has been developed for a broad range of 
applications

• The community of developers, manufacturers and 
users is therefore much larger

• LoRaWAN has security built-in from the sensor 
through to the application

• The standard allows for firmware updates over the air
• Designed for high capacity networks with the ability to 

handle millions of messages
• Seamless integration with other applications via API’s

Designed for IoT not BeMS 



LoRaWAN Architecture



• Sensor data is received by the application using 
the following hierarchy:

• Sensors è Gateway
• Gateway è Network Server
• Network Server è Application Server
• Application Server è Application

• Servers and gateways can be separate or 
combined into a single physical device

Network Hierarchy



• A single on-site hardware device is used
• It incorporates:

• The Gateway

• Network Server
• Application Server

• Data is made available from the application 
server via an established building automation 
protocol, e.g. BACnet

Typical BeMS Hierarchy 



LoRaWAN Application Server



• The application server sits at the top of the 
LoRaWAN hierachy

• It can be a physical hardware device or software 
server configured on a shared platform

• The purpose of the application server is to 
present information in a format that can be 
used by the requesting system

• For IOT applications this would likely take 
LoRaWAN data and make it available via a REST 
API 

Application Server Function



• In a BeMS installation the application server is 
likely to be an on-premises hardware device

• It would typically be bundled with the gateway 
and network server in a single hardware 
package

• Its function would be to provide data in a 
useable BeMS protocol, such as BACnet/IP

Application Server in a BeMS Context



LoRaWAN Network Server



• Manages the gateways and end devices 
associated with the network

• Responsible for establishing the network 
security

• Used to set up and manage end devices
• Processes LoRaWAN information from the 

gateways and passes it up to the application 
server

• The network server can be located in the cloud

Network Server Function



• The network server is used to configure one or 
more gateways to the LoRaWAN network

• It is possible (and in many cases highly likely) 
that the network server will have the ability to 
communicate with any number of gateway 
devices via the Internet

• A logical network is created to group physical 
gateway devices belonging to that network

• It is then possible to further segregate the 
logical network into groups of end-user devices 
and associated application servers

Managing Gateways



• The network server is used to configure one or 
more gateways to the LoRaWAN network

• It is possible (and in many cases highly likely) 
that the network server will have the ability to 
communicate with any number of gateway 
devices via the Internet

• A logical network is created to group physical 
gateway devices belonging to that network

• It is then possible to further segregate the 
logical network into groups of end-user devices 
and associated application servers

Managing Gateways and Devices



• The network server component is used to 
manage the communications on the network

• This main function is routing data from sensors 
to application servers and vice-versa

• This also includes data for device management 
and firmware updates if applicable

Managing Communications



LoRaWAN Gateways



• Gateways are LoRaWAN transceivers
• They transpose LoRaWAN data to a backhaul 

network / protocol

• For a standalone gateway device this will 
generally mean routing to a TCP/IP based 
system ready for the network server

• Outdoor gateways (microcell gateways) cover 
large areas

• Indoor gateways (picocell gateways) are 
designed for use within the confines of a 
building

Gateways



• By using fixed position gateways with know 
coordinates, it is possible to locate a sensor

• For this to work, the sensor needs to be in 
communication range of three separate 
gateways

• Using the information from all three gateways, 
the location of the transmitting device can be 
triangulated

• This is especially useful for mobile applications 
where no additional satellite GPS processing is 
required.

Geolocation Services



LoRaWAN Sensors



• Devices need to be low-powered devices
• They utilise a ”wake to transmit” philosophy to 

minimise energy consumption

• Devices can be configured to a single gateway or 
can be permitted to roam to other gateway 
devices

• This allows devices to be used for mobile 
applications such as monitoring refrigerated 
transport

End Device Basics



Device Network

• Devices are registered to a specific network 
server and will negotiate a preferred frequency 
setting

• Adopting a device to a network also sets the 
security parameters

• Devices can be managed wirelessly
• The LoRaWAN protocol also has provision for 

“over the air” firmware updates

• Once the device is adopted and configured it 
will send data periodically to the application 
server

• The delivery of data is seamless despite all the 
network components



Sensors For BeMS Applications

• Typically battery powered devices designed to 
provide standard HVAC variables (Temperature, 
%RH, CO2)

• Battery life is dependent upon the power 
consumption of the sensor and the frequency of 
the sampling and transmission of information

• CO2 sensors, for example, tend to have a much 
higher consumption rate when sampling than a 
temperature sensor

• Change of value (COV) transmissions can be 
configured but these may have a detrimental 
impact on battery life



LoRaWAN Security



LoRaWAN General Security

• With any wireless technology, security is a key concern as data 
can be “sniffed” as it is transmitted

• Security has been built-in to LoRaWAN from the start

• All data to and from sensors is encrypted using AES-128 128bit 
encryption. Using a public and private session key arrangement

• The device/application exchange also uses incremental frame 
counters to ensure the number of message exchanges matches

• LoRa uses a technique called frequency hopping to skip 
transmission frequencies in a pre-arranged manner to scramble 
the actual RF transmission



Activation By Personalisation (APB) - Pre-Shared Keys

• LoRaWAN can be set up to use a pre-shared 
key

• In this scenario, the network server and end 
devices are programmed with the 
encryption key

• Any data exchanges are encrypted using the 
pre-shared key at one end, and decrypted 
using the key at the other

• This method of encryption is less secure 
than using session keys (described on the 
next slide) but is easier to implement for 
fully contained solutions such as the 
hardware platforms used with BeMS



Over The Air Activation (OTAA) - Session Keys

• Session keys are established for each data exchange
• This is a more complex authentication process but it 

is more secure uses a pre-shared key

• If a key becomes compromised, the device can re-join 
the network and new keys will be issued

• The exchange requires the use and some 
configuration of another component, the join server



LoRaWAN as a
Building Services Technology



LoRaWAN in Building Services

• The current trend for deploying LoRaWAN 
within a BeMS solution is to utilise an all-in-one 
hardware platform incorporating:

• The application server component
• The network server component
• An integrated gateway
• On-board security

• Smart devices (sensors and actuators) can then 
be monitored and controlled without the need 
for large-scale wiring from the MCC

• The hardware platform interfaces with the 
BeMS using a standard building technology 
protocol such as BACnet



Specific Sensor Considerations

• LoRaWAN is very resilient to RF interference but 
it is not infallible

• As with all radio signals, dense building 
structures will attenuate the signal

• The signal will also degrade over distance
• Consideration should be given to maintenance 

of sensors, particularly battery replacement
• A battery life of five years is usual but the 

sensor type and the frequency of data 
transmission will affect this

• CO2 sensors in particular have a relatively high 
power consumption



The Potential for Future LoRaWAN Use in Buildings

• As an IoT technology, LoRaWAN has the 
potential to be a disruptive technology

• Sensors and actuators can exchange data 
directly with Internet applications

• This introduces the possibility of deploying the 
BeMS algorithms in the cloud

• With no BeMS controllers on site, capital 
installation costs can be reduced by simply 
installing sensors and gateways

• There is scope within this thinking to deploy 
building monitoring, control and analytics as a 
single SAAS solution



LoRaWAN Public Networks



Open LoRaWAN Networks

• Public LoRaWAN networks analogous to mobile 
phone networks exist across the world

• Customers subscribe to the platform and then 
build their own logical networks based around 
the vendor hardware.

• Providers may offer different service levels, 
coverage and data throughput based on 
different subscriptions

• This type of deployment is especially useful for 
mobile applications where a user does not have 
to deploy any of their own infrastructure.



Can Public Networks be Used for BeMS Applications?

• There is no reason that public gateways cannot 
be used to exchange LoRaWAN device data with 
hosted services

• Physical constraints such as signal attenuation 
through the building may have an impact

• There is currently no user-configurable solution 
for this and so software would need to be 
bespoke 



Theoretical Case Study 1
Refrigerated Vehicle Monitoring



Requirements

• To meet with legislative requirements, a haulage 
company has to log the temperature of their 
refrigerated lorries.

• Traditionally this has been done using historical data 
logged locally within the lorry

• In the event of an issue the data can then be referred 
to to see when the problem occurred

• However, this is reactive and is only useful for 
compliance, the cargo is already spoilt

• The haulage company therefore needs a real-time 
tracking solution so that pre-emptive remedial action 
can be taken as soon as a problem is detected



LoRaWAN Solution

• Lorries are fitted with LoRaWAN temperature sensors
• A public LoRaWAN service is used to monitor the 

temperature at regular intervals and send the 
information to the cloud

• The information is logged in the usual way for 
compliance but additional geolocation data is also 
now available

• If a temperature sensor returns a value outside of the 
normal operating parameters, immediate action can 
be taken to save the cargo

• Because the location is already known, the back-up 
plan can be immediately set in motion and the driver 
diverted accordingly



Theoretical Case Study 2
SORA for Building Services



Requirements

• A building has been taken on by the client and is a 
category A fit-out with an existing BeMS specified to 
communicate using BACnet IP

• The client requires reconfiguration of the space to 
incorporate a number of internally partitioned offices

• The client offers flexible working space and expects 
to periodically reconfigure the space including 
changes to the air conditioning system 



LoRaWAN Solution

• The BeMS contractor installs a Sontay SORA packaged 
solution

• The application server, network server and gateway 
are all incorporated into a single hardware box which 
is installed in the MCC and connected via Ethernet to 
the BeMS

• Sufficient space temperature and CO2 sensors are 
procured for the existing installation plus additional 
sensors for future fit-outs

• Space sensors are installed and configured using the 
smartphone app and server web interface

• Each space is then set to the correct temperature and 
fresh air regulated to ensure CO2 levels are 
maintained at around 800ppm



System Reconfiguration

• When the system is reconfigured, the BeMS 
contractor removes the sensors from the space 
pending completion of the building works.

• This is a good opportunity to check battery life which 
can be done via the SORA gateway

• Once the space is reconfigured, the sensors can be 
replaced and labels assigned based on the new layout

• Sensors can then be attached to the appropriate 
control devices (e.g. fan coil units) and configured in 
software

• No wiring is required for the sensors at any time



Summary



Summary

• LoRaWAN is an IoT technology which can be adapted 
to interface with existing building energy 
management systems

• Low powered sensors and innovative RF 
characteristics make it highly suited to building 
services applications

• Security is “baked-in” to every aspect of LoRaWAN 
from the RF modulation through to the encrypted 
client/server communications

• With the availability of public gateways, LoRaWAN is 
at the forefront of the next generation of BeMS 
technology as we see a shift to hosted services such 
as those already in use in domestic applications



Questions



Thank You!


